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O O LIRMM Context

A deeper dive into semiconductor foundries
https://deepforest.substack.com/p/a-deeper-dive-into-semiconductor

» Time to market constraints, complexity, cost increases etc...

» Third-party IP cores purchased
» Use of EDA tools

> Fabrication outsourced

> The cost of building a foundry was estimated at 5$ billion in 2015, 20S billion
currently (3nm production line)

Today’s integrated circuits' supply chain

Many ( ) third parties from various countries
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Context

An Overview of FPGA-inspired Obfuscation Techniques, ACM Computing Surveys, 2024
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Context

An Overview of FPGA-inspired Obfuscation Techniques, ACM Computing Surveys, 2024

&Reverse Engineering \&Overproductlon \& Hardware tro;ans J{- IP Piracy \& Counterfeiting

System specification

Design and integration

Third-party IPs
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i (P&R) packaging
I
I
I
I
I
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» Potential threats:
» |P theft (reverse engineering)
» An unauthorized less reliable replica (counterfeiting)
(piracy /
» An IC that does not conform to the original design/performance standards (Hardware trojans)
» Counterfeit incidents since 2001, 4 times more incidents in 2014 than in 2009

» The semiconductor industry loses several billions dollars annually
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An Overview of FPGA-inspired Obfuscation Techniques, ACM Computing Surveys, 2024

OO@LIRMM
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sReverse Engineering sOverproduction < Hardware trojans < IP Piracy = Counterfeiting
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System specificationj+»

Physical synthesis

Design and integration 19 |Logic synthesis (P&R)

packaging

I
Third-party IPs -:—>
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(Third-party) (Third-party)
» A foundry can produce more ICs, without (significant) investment
» No R&D, no new masks to develop, possibility to hide their yield

x > Itis then “interesting” to produce more than ordered, and resell the
surplus on the black market (at a very attractive price)
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O O LIRMM Context

Anti-Counterfeit techniques: from design to resign, MTV, 2013
Introduction to Hardware Security and Trust, Springer, 2012
» How can a designer prevent such a threat?

» Passive metering

» The design house can uniquely tag / ID each IC (each ID of a genuine
IC is listed in a secure database)

» If an IC’s ID is not registered, there is a high possibility that it is
overproduced

» Physically Unclonable Functions: exploit inherent random
(uncontrollable and unpredictable) physical variations

» But useful only for detection, not for prevention
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O O LIRMM Context
O O EPIC: Ending Piracy of Integrated Circuits, DATE, 2008

» How can a designer prevent such a threat?

» Active metering

» The design house —and only them — can access, enable (unlock) or
disable (lock) the functionality of the ICs

» The foundry produces non-functional — unsaleable — ICs
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O O LI RM M Prevention against overproduction
O O EPIC: Ending Piracy of Integrated Circuits, DATE, 2008

» The foundry cannot use the ICs properly, therefore
preventing them from selling (non-functional) copies on
the black market

» Addition of a new input (a secret key)
» Correct key value -> correct functionality
» Wrong key value -> incorrect functionality

Locked
Design

Layout

> Fabrication

Locked IC

Y

Key ’

IC Activation

Locked IC Test

Packaging

Functional IC 9
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Prevention against overproduction

EPIC: Ending Piracy of Integrated Circuits, DATE, 2008

» The foundry cannot use the ICs properly, therefore

preventing them from selling (non-functional) copies on
the black market

» During the design: addition of a new input (a secret key)

» Drives additional key-gates
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O O LI RM M Prevention against overproduction

EPIC: Ending Piracy of Integrated Circuits, DATE, 2008
Preventing IC Piracy using reconfigurable Logic Barriers, IEEE Design & Test of Computers, 2010

» Random insertion of XOR/XNOR gates

» Potential problem in effectiveness : the effect of the corrupted signal
may not be propagated to an output

» Attacks may be able to retrieve the secret key value

» Different choices of key-gates
> XOR/XNOR, AND/OR, LUT, Muxes
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%% LIRMM

Prevention against overproduction

Security Analysis of logic obfuscation, DAC, 2012

» Different algorithms to choose wisely insertion locations

» To prevent ATPG-based attacks

» Insertion algorithm maximizing the interference between key gates
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O O LI RM M Prevention against overproduction
O O Logic Encryption: A Fault Analysis Perpective, DATE, 2012

» Different algorithms to choose wisely insertion locations
» To improve output corruption
» New quality metric introduced: Output corruption
» Hamming distance: Number of outputs corrupted (50%)
» Number of input patterns that lead to corruption (100%)

» Insertion algorithm based on the fault impact
Fault impact = (No. of Test Patternss.,.o x No. of Outputs, , )
+(No. of Test Patternsy, ; x No. of Outputs,_, ;)
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LIRMM Prevention against overproduction

A novel hardware logic encryption technique for thwarting illegal overproduction and hardware Trojans,
10LTS, 2014

» Proposal to counteract hardware Trojan horses insertion
also

» A malicious, intentional modification of a circuit design that
masquerades as something benign until the moment of activation

FAKE Counterfelting has
become a big problem for

the U.S. military, and bogus
packaging could disguise
aquestionablechipasa
legitimate one. ...& BAKE
Baking a chip for 24 hours
after fabrication could shorten
Its life span from 15 years

to a scant 6 months.

NICK THE WIRE

A notch Ina few interconnects
would be almost impossible
to detect but would cause
eventual mechanical fallure as
the wire became overloaded.

ADD OR RECONNECT WIRING
During the layout process,
new circuit traces and wiring
can be added to the circuit,
A skilled engineer familiar
with the chip's blueprints
could reconnect the wires
that connect transistors,
adding gates and hooking
them up using a process
called circuit editing,

ADD EXTRA TRANSISTORS
Adding Just 1000 extra
transistors during either the
design or the fabrication process
could create a kill switch or

a trapdoor. Extra transistors
could enable access for a
hidden code that shuts off

all or part of the chip.

14
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O LIRMM Prevention against overproduction
A novel hardware logic encryption technique for thwarting illegal overproduction and hardware Trojans,
10LTS, 2014

JC

» Proposal to counteract hardware Trojan horses insertion

also
» Logic locking, by definition, modifies / “obfuscates” signals
probabilities, thereby “annoys” the attacker in their choice for

trigger input
» Logic locking to specifically help detection methods based on

logic test

» Algorithm targeting low controllable signals / signals with

unbalanced probabilities?

__________________________ __’
» The trigger is a crafted extremely rare condition not

WE e — ? WE
. D Py detectable by classical test procedure that activates the
q1 N are Value i T .
ay > j rojan
q >
q , 15
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O O LIRMM Prevention against overproduction
O O Evaluating the security of logic encryption algorithms, HOST, 2015

» Goal: Retrieve the secret key value

» Threat model: oracle-guided-attack

» The attacker has a locked netlist and an oracle
(= a functional IC programmed with the correct key)

Layout . . S
Locked Y > Fabrication |.. %,
Design RS
Locked IC "~ 8%%,
Key o N &
T Locked IC Test
-€
IC Activation Packaging Attack
4
Functional IC e e
> Market -~ qion!
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OO LIRMM

JC

» SAT-attack: based on a Satisfiability solver
» At each iteration:
» ldentify a Distinguishing Input Pattern: an input pattern for which

two diffe

Prevention against overproduction

Evaluating the security of logic encryption algorithms, HOST, 2015

rent keys give to different outputs

» Prune out wrong key values (thanks to the oracle)

circuit netlist

ey

Ky —»

circuit netlist

O
o+
CNF
O,

SAT solver

Add
constraints

No

Return key

[

Yes
Oracle

DIP Output
_>_l"m
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O O LI RM M Prevention against overproduction

> How to counteract the attack?

» Prevent the attack from being launched
» Increase the computation time

> Increase the time of one iteration
> Increase the number of iterations

» New types of attacks
» Oracle-guided algorithmic (SAT-based) attacks
» Oracle-less structural-based attacks

» Protections improvements to be resilient against “every attacks”
» Point function-based

» CAC-based

» And so on and so forth...
Demi-journée scientifique ICO - 05/04/26
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@LIRMM Prevention against overproduction

Cyclic Obfuscation for Creating SAT-Unresolvable Circuits, GLSVLSI, 2017
CycSAT: SAT-Based Attack on Cyclic Logic Encryptions, ICCAD, 2017

> How to counteract the attack?

» Increase the computation time
> Increase the time of one iteration
> Increase the number of iterations

» Circuit modeled as a Boolean function in Conjunctive Normal Form
» Dummy paths added to the circuit to create logical loops

» SAT-based attack improvement:
» ldentify a key with which the circuit does not contain loop

..........................................................................

19
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@LIRMM Prevention against overproduction

A secure scan controller for protecting logic locking, IOLTS, 2020

> How to counteract the attack?

» Increase the computation time
> Increase the time of one iteration
> Increase the number of iterations

» Attack possible only on combinational circuits (or sequential ciruits
with a scan access)

» Block shift operation with a « scan access » key e
= a—
® Key input KT [ N I 4 L
Scan 1 Ks > > b | e
Controller | ® |inearfeedback shift Ks
Tamper-proof register initialized with KS Ke |
SE Memory ° - ] Counter
K Comparator LFSR and KT
SEy . SF'" . L P st
s <o SE=1 |ftrT1atcheI(j forn Ve
S consecutive cycles o SE
— PO
Locked Combinational Block D" " scientifique 1CO - 05/04/26 cut 20




@LI RM M Prevention against overproduction

Logic Locking: Exploration of a new key-gate based on tristate logic, LATS, 2024

> How to counteract the attack?

» Increase the computation time
> Increase the time of one iteration
> Increase the number of iterations

» New type of key-gate unmodelable

» Tristate-based key-gate: composed of a tristate buffer and a
tristate inverter

» Acts as a buffer, an inverter, creates a high impedance state on an
» unintended » output

21




Primary inputs

O O LI RM M Prevention against overproduction
O O On improving the security of logic locking, IEEE TCAD, 2016

> How to counteract the attack?

» Prevent the attack from being launched
» Increase the computation time

> Increase the number of iterations

» Use of “SAT hard” blocks, such as a one way-random function (such as
an AES)

Key inputs

Primary outputs

22
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O O LI RM M Prevention against overproduction

> How to counteract the attack?

» Prevent the attack from being launched

» Increase the computation time
> Increase the time of one iteration

23
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O O LI RM M Prevention against overproduction

SARLock: SAT attack resistant logic locking, HOST, 2016
Mitigating SAT attack on logic locking, CHES, 2016

» Point function-based logic locking
» Each iteration can rule out one unique key value
» This leads to an exponential number of iterations (2"-1)

» How?
» Addition of a new block creating a point-function i.e. a Boolean
function that produces 1 at exactly one point
» SARLock: The added block
» Flips a signal for a specific key/input pair (key == input)
» Prevents the flip, only for the correct key

KeY—="Point Function »Extremely low output corruption...

with hard-coded secret
Pl ‘ Circuit PO 24
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OLIRMM

Prevention against overproduction

Double DIP: Re-Evaluating security of logic encryption algorithms, GLSVLSI, 2017
AppSAT: Approximately deobfuscating integrated circuits, HOST, 2017

Security analysis of Anti-SAT, ASP-DAC, 2017

» Removal attacks
» Based on structural analysis

» Aim to remove (or disconnect) the locking logic

» Oracle-less, but need to change the GDSII for the attacker

Key 7 Point Function
with hard-coded secret
Pl Circuit PO

25
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O O LI RM M Prevention against overproduction
O O SARLock: SAT attack resistant logic locking, HOST, 2016

» Compound scheme
Trade-off
between output corruption
and resilience against attacks

» Approximate attacks

» Aim to find a key value minimizing corruption
» Circuit only partially unlocked

Key Point Function

—<  with hard-coded secret
p|_l  Locked Circuit PO 26
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Prevention against overproduction

LIRMM

d IC camouflaging schemes, IEEE TIFS, 2019
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O O LI RM M Prevention against overproduction

On preventing SAT attack with decoy key-inputs, ISVLSI, 2021
G-Lock+: A Provably Secure Logic Locking Scheme Creating Significant Output corruption, MDPI Electronics, 2022

» Use of switchable key-gates with tunable corruptibility, driven
by a switch controller

» Switchable key-gates
» Driven by key K, and the switch signal
» Corrupt the circuit only if K, is correct and SW=1

» Switch controller
» Driven by decoy key K,
» Generates the switch signals
» Allows tuning output corruption

KD vn‘> Switch [= -
o Controller :_SW'tCh
SLlske [FF
PI So_> SKG +So' A . PO
7y 28
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O O LI RM M Prevention against overproduction

What to lock? Functional and parametric locking, GLSVLSI, 2017
Provably-Secure logic locking: From theory to practice, CCS, 2017

» New concept of CAC protection schemes: Corrupt And Correct

» To prevent removal attacks

» The FSC (perturb unit resynthetised with the original circuit) inverts
the output if the input = the secret key

» The Restore unit creates a second inversion if the correct key is
applied (it is therefore a comparator)

» CAC schemes improvements: to increase output
corruption

» Parameter controlling the Hamming distance between
the input and the secret key

Bl —i Ciriginal

» The restore unit becomes a Hamming distance checker
29
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O O LIRMM Prevention against overproduction
O O Resynthesis-based attacks against Logic locking, ISQED, 2023

» Resynthesis-based pre-attack
» Oracle-less

» Resynthesis of the locked netlist using different synthesis parameters
leading to a large number of functionally equivalent but structurally
different locked circuits

» Some variants of the locked circuits may be vulnerable to existing
attacks

> Best attack at the time on CAC schemes
» But still no 100% key bits discovered

o 30
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@LIRMM Prevention against overproduction

Logic locking with provable security against analysis attacks, IEEE TCAD, 2020

» First attempt at DPA against logic locking

» Challenging because of key-aliasing

» Pre-SAT methods:
» 60% key bits discovered in 60% of the benchmarks locked by 32-bit keys
» only 40% for 64-bit keys

» Post-SAT methods: No key bits discovered

Locked netlist Oscilloscope ‘4/“

00
00

Individual cone Funional IC \%wer traces
i information 3
Input patterns : L = Correct output P @

Pre-processing Statistical Secret key

]

analysis
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@LIRMM Prevention against overproduction

Power Analysis attack against post-SAT logic locking schemes, ETS, 2024

» Attack on a primary output

» Not enough corruption to distinguish DoM values
» Brute force attack (the PO is controlled from all key bits)

-------------------------------------------------------------

Pl —n

Original Circuit

Perturb Unit

Functionnality Strip

| Restore Unit
HD(PI,K)?=h

32
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@LIRMM Prevention against overproduction

Power Analysis attack against post-SAT logic locking schemes, ETS, 2024

» Attack on the restore unit
» Divide and Conquer approach

» Attacks on 4-bit comparators
» 100% bits discovery on 5 ISCAS85 benchmarks

g i 1.0 1 ® * wrong key guesses
Pl —Jn—i : ® correct key guess
: Original Circuit i
0.8 1
] Perturb Unit
0.6
Functionnality Stripped Circuit PO &
[a]
N
Restore Unit A 0.4
estore Unil
K HD(PI,K)?=h y
N *
*
0.2 1 .
*
*
*
* * * * *
* *
0.0 *

1 11T 71T 71 71
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
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O O I.I RM M Prevention against overproduction

O Late Breaking Results: Enhancing CAC-based logic locking with masking for resilience against DPA, ETS, 2026

» Randomness introduced

» Information split into several shares

» X divided into 3 shares:

» X =R1 xor R2 xor R3,
with R1 and R2 being randomly generated bits

____________________________________________ » Need of an encoder, a decoder, a resynthesis
] rgrrceon (using NOT, XOR and AND gates) and masking of
| each gate

Perturb Unit

Functionnality Stripped Circuit - PO

{>L
o \
rq r2 ﬁ
|
s
O,
/s

Input Encoder Output Decoder

»
(

Random
Generator
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t-value

LIRMM

Prevention against overproduction

O Late Breaking Results: Enhancing CAC-based logic locking with masking for resilience against DPA, ETS, 2026

» Experimental results:
> Five ISCAS’85 benchmarks locked with masked SFLL-HD?®

» Information leakage: T-test

’ » Masked Restore Unit
10 H‘ M ’ 5 1
s -Laf=HiH -;FA»I-MC ----- 'VA"A\: =71 "““% 0l Al . ,-\‘/\'/\/7
k. VT \w W
0 1 _ /\V\,\//\/\V I
B Sa— """ e
0 10 20 30 40 50 35

» Locked adder
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Area (um2)

@LIRMM Prevention against overproduction

Late Breaking Results: Enhancing CAC-based logic locking with masking for resilience against DPA, ETS, 2026

» Experimental results :

» Five ISCAS’85 benchmarks locked with masked SFLL-HD®
» PPA overheads

» From +182% to +903% in area

2000 3000 -
I Before masking (FSC) I Before masking m After masking
mm Before masking (RU)

17501 mmm After masking (FSC)
I After masking (RU)

2500 A

1500 -
2000 -
1250 -
i
=
1000 - 2 1500
E
'_
750 -
1000
500 -
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250 A

c432 c499 €880 6288 add
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O:O LIRMM Conclusion

» Logic locking is a very popular technique in the field of
hardware trust, which has been attacked and improved
numerous times over the last decade

» Each improvement becomes increasingly expensive (and
struggles to maintain the quality criterion of corruption)

» At LIRMM, we have worked on this subject within three
projects / theses
» The most recent one advanced the state of the art:

» by attacking, for the first time using DPA, the most secure schemes at
that time,

» and then proposing a countermeasure to ensure security against DPA

37
Demi-journée scientifique ICO - 05/04/26



* Merci a Marie-Lise, Bruno, Giorgio, Florent,
Pascal, Loic, Papa-Sidy, Linh, Nassim, Clemy... LIRM M

* 2012-2016: HOMERE+ FUI Project
(Hardware trOjans: Menaces et robustEsse des ciRcuits
intEgrés)

— 2013/2016: P.-S. Ba PhD

* 2018-2023: MOOSIC ANR Project

(Multi-Objective Optimised Synthesis to Improve
Cybersecurity)

— 2018/2021: Q.-L. Nguyen PhD
* 2021-2023: SAFEST European twinning project

(Secure and Assured hardware: Facilitating Estonia’s dig
society)

e 2022-2025: ARSENE PEPR-Cybersécurité-PP7

Project
(ARchitecture SEcurisées pour le Numérique Embarqué)

— 2022/2025: N. Riadi PhD

UNIVERSITE o
MONTPELLIER




LIRMM

Thank you for your attention!

Any question?

Mark Tehranipoor
Swarup Bhunia - Mark M. Tehranipoor al andi N. Nalla Anandakumar
Editors M: Farimah Farahmandi

Introduction Counterfeit Hardware The ‘Understanding | Hardware

to Hardware : : . ;
Security and Trust Integrated fr:%ﬁ;tﬁon Hardware Logic Locking SECUFIty

Circuits Obfuscation Trojan War Training,
Detection and Avoidance Attacks, Myths, and Defenses H a n d S— 0 n !

Zain Ul Abideen - Samuel Pagliarini

Trustworthy
Hardware Design:
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Logic Locking
A Practical Approach to Secure Hardware
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