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Introduction



Introduction of IoT Protocols – A Few Examples

Low-Power
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Low Energy
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™

– 2003

Let’s add complexity...

Mesh
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Mesh – 2005

Let’s add more complexity...
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2014 – + – 2019
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Threats from EM Side Channels



Electromagnetic Side Channels

EM

Power
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Screaming Channels
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Camurati, Giovanni et al. « Screaming Channels: When Electromagnetic Side Channels Meet Radio
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Screaming Channels – From Laboratory to Real World

Screaming Channels is an electromagnetic side-channel attack...

• that can impact system-on-chip (SoC) with radio transceivers
• enabling long-distance attacks
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Camurati et al., 2018
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Camurati et al., 2020
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Ayoub et al., 2024
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BlueScream: Screaming Channels on BLE

Manipulating a full protocol add a layer of complexity...
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Threats from Cross-Protocol
Physical Layer Pivoting Attack



Cross-Protocol Physical Layer Pivoting Attack
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Cross-Technology Communication (CTC)

Dėnition
Allows heterogeneous protocol to communicate

Root causes
• Similarities on how physical layer is used to transmit
information

• →Modulation
• Shared physical layer ressources

• →Frequency band, Harmonics
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WazaBee: From Bluetooth Low Energy to Zigbee
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Cayre, Romain et al. « WazaBee: Attacking Zigbee Networks by Diverting Bluetooth Low Energy Chips ». 2021 51st
Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), IEEE 8



Perspectives



New attack paradigms

The attack surface is increasing...

• Screaming Channels
• Lot of system on chips have not been assessed
• Lot of protocols have not been assessed

• Cross-Protocol Pivoting Attacks
• Could propagate very far in Mesh networks
• IP addressable networks could lead to unexpected vulnerabilities

Problems

• Physical layer heterogeneity
• Hardware incompatibility
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WHAD – Wireless HAcking Devices
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Cayre, Romain et al. « One For All and All For WHAD: Wireless Shenanigans Made Easy! ». 2024 DEF CON 32 10



WHAD – Wireless HAcking Devices
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Conclusion – Directions

Research directions

• Generalizing Screaming Channels on more IoT protocols
• Systematizing Cross-Communication Technology (CTC) impact
on IoT security
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Thank you for your attention!
Questions?
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