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Introduction



INTRODUCTION OF IO0T PROTOCOLS — A FEW EXAMPLES
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Threats from EM Side Channels



ELECTROMAGNETIC SIDE CHANNELS
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SCREAMING CHANNELS

Oscilloscope

64 MHz
—
mm/cm

Conventional side-channel: Near-field (NF)

Screaming Channels: Far-field (FF)

Camurati, Giovanni et al. « Screaming Channels: When Electromagnetic Side Channels Meet Radio
Transceivers ». 2018 ACM SIGSAC Conference on Computer and Communications Security 3



SCREAMING CHANNELS — FROM LABORATORY TO REAL WORLD

Screaming Channels is an electromagnetic side-channel attack...

- that can impact system-on-chip (SoC) with radio transceivers
- enabling long-distance attacks
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Experimental ea
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Camurati et al., 2018

Google Eddystone Bluetooth Low Energy
Camurati et al., 2020 Ayoub et al., 2024



BLUESCREAM: SCREAMING CHANNELS ON BLE

Manipulating a full protocol add a layer of complexity...
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Ayoub, Pierre et al. « BlueScream: Screaming Channels on Bluetooth Low Energy ». 2024 Annual Computer

Security Applications Conference (ACSAC), IEEE



Threats from Cross-Protocol
Physical Layer Pivoting Attack



CROSS-PROTOCOL PHYSICAL LAYER PIVOTING ATTACK
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CROSS-TECHNOLOGY COMMUNICATION (CTC)

Definition
Allows protocol to communicate

Root causes
on how physical layer is used to transmit
information
- —Modulation
physical layer ressources
- —Frequency band, Harmonics



WAZABEE: FROM BLUETOOTH LOW ENERGY TO ZIGBEE
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Cayre, Romain et al. « WazaBee: Attacking Zigbee Networks by Diverting Bluetooth Low Energy Chips ». 2021 51st
Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), IEEE 8



Perspectives




NEW ATTACK PARADIGMS

The attack surface is increasing...

- Screaming Channels

- Lot of system on chips have
- Lot of protocols have

- Cross-Protocol Pivoting Attacks

- Could in Mesh networks
- IP addressable networks could lead to

Problems

- Physical layer
- Hardware



WHAD - WIRELESS HACKING DEVICES
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Cayre, Romain et al. « One For All and All For WHAD: Wireless Shenanigans Made Easy! ». 2024 DEF CON 32 10



WHAD - WIRELESS HACKING DEVICES
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Cayre, Romain et al. « One For All and All For WHAD: Wireless Shenanigans Made Easy! ». 2024 DEF CON 32 10



CONCLUSION — DIRECTIONS

Research directions

Screaming Channels on more IoT protocols

Cross-Communication Technology (CTC) impact
on loT security

1



Thank you for your attention!

Questions?
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