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Background: Physical vs Digital context

Digital world

7.00 a.m. | am watching netflix

Social Banking Healthcare 7.30 a.m. | am listening to youtube
Network Systems .
— | Digital —_— Digital 8.00 a.m. | am transferring mone
/ logs o0 am: g money
1N I g contex
Working / \ /
Systems I / l
I .

Can we correlate physical context with
network activities to detect anomalies?

7.00 a.m. | am sitting at home

Physical ,
S (- » Physical 7.30a.m.|am walking in the street
data context

8.00 a.m. I am running in a park

. Context: Any information that can be used to characterise the situation of an entity. [PEY01]
PhyS|Ca| World [DEY01] Dey, Anind K. "Understanding and using context." Personal and ubiquitous computing 5 (2001): 4-7. 4/25
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Individual-oriented Information System (lIS)

Networks Systems
Working
Systems

Digital elements (Information systems)

l T

' L} a
4—
\_ An individual user / \ Physical elements
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Individual-oriented Information System (lIS)

Healthcare
Systems

Social Banking

Networks Limitations of security solutions in the literature

=  System-specific
» Require specific integration between
client and server components

Working
Systems

\\ Digital elements (Information systems) / = Device-specific
l * Intrusive control and management

T

/T / \ *  Fail to protect against attacks where the

adversary has sufficient knowledge to bypass
these isolated solutions

4_' a 0 The IIS considers the global context
(digital + physical) of a user

\\AM \ Physical elements
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SoTA: User physical contextual data in security solutions

1. IDS in mobile devices
- Network-based IDS
* Neither studies nor datasets System A
available with user context
- Host-based IDS
» Device-centric
» Device context (CPU, Op
codes, permissions, etc)

System B

3. Continuous Authentication
- System-centric, leveraging
+ Behavioral data (key stoke,

2. WBAN Security
- User physical data (biometrics)

are used mouse pattern, gait,

» Crypto Key management touching, etc.)

» Authentication * Physiological data

= To protect WBAN systems System C (fingerprint, iris, blood,
etc.)

INSA

TOULOUSE



Research Question I

Can a user’s physical contextual data enhance the
performance of network intrusion detection?
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Overview

. Network

metrics

Physical

v

Context . .
o Intrusion Detection
Recognition .
Evaluation module
module

T

metrics

Data collection module
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Context Recognition Module

[ ] Network | Set of defined contexts
metrics i
i C={c1,co,...,cn} l
ph}f"(:al data input ) lv Intrusion Detection
/ P ={P1,P2 > Pm .| Select a Recognition Method - output context Evaluation module
Physical : > >
mglsl;"i(:;: i Wherepe’P f:P_>C C:f(p)acec I
Pis the physical input space Context Recognition Module

| Data collection module i
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Intrusion Detection Evaluation Module

/ Network data ——

. Network

metrics

Physical data ——

Pre-

processing

——>  Recognition

Physical
metrics

L

| Data collection module
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Global model scheme

3

£ ) !

E 5
(Z) ]
“@ §I

[Mm]
Multi-model scheme

Model Type selection

Mm | with D,

Detection engine

=
5
=0

Intrusion Detection Evaluation Module

Evaluation
results

Dy: Dataset with network-only features (netflow-based features)
Dy.p: Dataset with network + physical features (accelerometer, ambient light, user speed)




Evaluation Scope

S
Dy _
£ S NG
___________________________________ / Network data Pre- .
. . /’(—*_1‘-. —
® Network | | Physical data —— processing e -
metrics : Mg | with p,.
s ' : Dn+p
Context c
Recacralion e~ Evaluation
: S results
Physi_cal i [Mg] ‘
: metes 14 Global model scheme
i_ Data collection module ’f
Model Type selection Detection engine

Intrusion Detection Evaluation Module

Dy: Dataset with network-only features (netflow-based features)
Dy.p: Dataset with network + physical features (accelerometer, ambient light, user speed)
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Dataset

Malware data
Extracted from CIC-AndMal2017 dataset
= 5 Adware families
= 8 captures/ family
= 15 minutes / capture

Benign data
Our in-situ data collection experiment
User’s daily activities (2 x 24h),
From a personal smartphone

Begin time of
malware period

igh)
111

- A I Malware Activities

Oh 1h 2h 3h 23h

Periodical activation of malwarel".2!

[1] M. Conti et al., “Asaint: a spy app identification system based on network traffic,” in
Proceedings of the 15th International Conference on Availability, Reliability and Security,

2020, pp.1-8. 15 minutes it
[2] M. K. Qabalin et al., “Android spyware detection using machine learning: a novel -— Non-Malware Activities
dataset,” sensors, vol. 22, no. 15, p. 5765,2022. 1 hour
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INSA

TOULOUSE



Injection and Evaluation Pipeline

With each malware in [Ewind, Feiwo, Gooligan, Kemoge, Youmi]:
Inject 8 captures starting from hour 7 (7= 0, 1,.., 23)

With each injection: Do the detection evaluation

Begin time of

malw?re period . Repeat 10 times:

Oh 1h 2h 3h (h ‘ 23n
i | NEREER Randomly split the dataset into train/validate/test set

I Malware Activities Create a machine learning model (XGBoost)
. Hyper-parameter turning

15 minutes
>

Non-Malware Activities
1 hour

Cross Validation
Record the evaluation metric (PR AUC) on testing set
Imbalanced dataset Aggregate the metrics over 10 trials

Aggregate the results over 24 injection of current malware

Aggregate the results across all malware families

TOULOUSE



Results (1/4)

(a) Comparison of PR AUC between using Dy, and Dy

70—
260 ] - ‘ 1
+l ¢ +
g 50 ¢ } * 1
| ]TT ]1 1Tl
= 1 I 1
SRR ' 1] s
<40 [ : *
&) i 1
= 1% : 1
< T - T i
& 30
A ¢  Using Dy p
+ Using Dy
20

P O R N N N N N RPN PRSI ®

S &0 NN NN OO NS NPT RN

S PSR E T E SR OB ET A OB 9 S T
Beginning timestamp of the malware period

Note: PR AUC grandom guesser = # POSsitive samples / # all samples ( = 8.3% in this work)
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Results (2/4)

(b) PR AUC Improvement (= PR AUC using Dy, - PR AUC using D)

(a) Ewind: Boxplot of PR AUC Improvement in day 1

40

T
i I TR LA IYTTTY
RITI L]

TF f =5

T

PR AUC Improvement (%)

1
!

——

1 1

NN M N I A R N N A N N N N I A NN NN NN
ORI KN DENSEN SN SN SN SN SN R SN SN SN N U SN SN DN NS SN
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Beginning timestamp of the malware period
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Results (3/4)

(c) PR AUC Improvement (mean values) across 5 malware families

- Q —® - Ewind
?:20 \ » Feiwo
-E' \ PRIRN =A = Gooligan
5} ° \ —&- Kemoge
g 15 x \ I.//l ~— 1 P [ ] —* = Youmi
SN v S Ko
2,10 \ N L, A m \ N[
I ey AR e
5 \ ’ * ' 2 S A VY ML NI " A
S 5 - "\:\_L \\.\ /#\/ f/*\‘/ \.‘ e ‘\ \1 * % ~aL ~o~ " \(*/. A :
<:| N /\*\\\k ‘.\r ,.:\*{ X ‘,_ & -".\ "'___ . '/* -
oY S

g0 M L. *

PIAISLPITII]DIEI IS QQ IR\ QQ QQ NS QQ IR QQQ NN
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Beginning timestamp of malware period
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Results (4/4)

(d) PR curve comparison at a specific timestamp (00h00, day 1)
o)

(S}
78
: c
PR Curves Comparison .~ ‘s,
¥ (078
1.01 o o
0.8
c A higher PR AUC indicates better performance.
O <
5 0.6
o A :
o A: Using Dy,p PR AUC = 0.7393
- 0.4 B: Using Dy PR AUC = 0.4767
C: Random guesser PR AUC = 0.0830
0.2
C

00 02 04 06 08 1.0
Recall
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Explaination by SHAP

High
count light 1 "‘ s s
avr_filtered speed ‘&.- -
* The SHAP (SHapley Additive exPlanations) methodology(3! entropy dst ip P
total_sent_bytes et o h
+ A game-theoretic approach " total_sent_pkts 4
+ Explain the output of machine learning models o total_duration .
» Assign importance values to individual variables (features) % new_dst ips o —
qq—) pkts_per flow E
(_8 entropy_dst_port ... — .
g flow_per_dst ip *-ﬁ E
£ total_rcvd pkts ” 3
= Specific physical signals are critical (ambient light, user speed) bytes per flow - 8
tcp_flow_count +- - -
= The relevance of physical data in the decision-making of the udp,_flow_count .
IDS algorithm total pkts -
count_acce_1 .'
flow_count *-—
unique_dst ips {.
total_byte ‘-
[3] S. M. Lundberg and S.-I. Lee, “A unified approach to interpreting model predictions,” Advances in neural total_revd_bytes +
Low

information processing systems, vol. 30, 2017. . . : : : : . .
=10 —-0.5 0.0 0.5 1.0 1.5 2.0 2.5
SHAP value {impact on model outout)
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Conclusion

Our contributions
- A new dataset combining network traffic and physical sensor data collected from a real

person's daily activities
- A framework leveraging user physical context data in network intrusion detection systems
- An experimental validation of the hypothesis that physical contextual information

enhances NIDS performance

Ongoing work
- A large-scale dataset collection campaign at IMT Atlantique

- Unsupervised Learning methods; Multi-model Validation
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