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70% of operating
system vulnerabilities
are due to memory
safety issues

By introducing memory protection and compartmentalisation Digital
Security by Design technologies aim to address this

I
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BACK TO THE
BUILDING
BLOCKS:

A PATH TOWARD SECURE AND
MEASURABLE SOFTWARE

FEBRUARY 2024

“... the fact that mitigating known software
vulnerabilities is a complex systems problem
and the current ecosystem does not sufficiently
incentivize the investments required to secure
the foundations of cyberspace.”

“A proactive approach that focuses on
eliminating entire classes of vulnerabilities
reduces the potential attack surface and results
in more reliable code, less downtime, and more
predictable systems.”
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Vulnerability management

This area provides advice, guidance and other resources adimed specifically at
those with an interest in vulnerability management.
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triaging and

prioritising All systems contain vulnerabilities. They may take the form of a configuration issue for
system administrators to resolve, software defects requiring a vendor update, or even a

4.The organisation vulnerability which the vendor doesn’t yet know exists, for which a mitigation isn't available.

must own the risks of

not updating This makes vulnerability management a critical control for organisations.

5. Verify and regularly An effective vulnerability management process allows your organisation to understand,

review your

and validate on a regular basis, which vulnerabilities are present in your technical estate,
vulnerability

where undates are failing, and to actively reduce the impact of both. It also allows you to
react quickly when a critical vulnerability is disclosed, by helping you understand your
organisation’s exposure to it.

management process

Understanding
vulnerabilities
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All systems contain vulnerabilities. They may take the form of a configuration issue for
system administrators to resolve, software defects requiring a vendor update, or even a
vulnerability which the vendor doesn’t yet know exists, for which a mitigation isn't available.

This makes vulnerability management a critical control for organisations.

An effective vulnerability management process allows your organisation to understand,
and validate on a regular basis, which vulnerabilities are present in your technical estate,
where undates are failing, and to actively reduce the impact of both. It also allows you to
react quickly when a critical vulnerability is disclosed, by helping you understand your
organisation’s exposure to it.

Vulnerability Management?

OVERVIEW:
VULNERABLE BY DESIGN Revision Date: October 25 223

Technology is integrated into nearly every facet of daily life, as internet facing systems
increasingly connect us to critical systems that directly impact our economic prosperity,
livelihoods, and even health, ranging from personal identity management to medical care.
One example of the disadvantage of such conveniences are the global cyber breaches
resulting in hospitals canceling surgeries and diverting patient care. Insecure technology
and vulnerabilities in critical systems may invite malicious cyber intrusions, leading to
potential safety’ risks.

As aresult, it is crucial for software manufacturers to make secure by design and secure
by default the focal points of product design and development processes. Some vendors
have made great strides driving the industry forward in software assurance, while others
continue to lag behind. The authoring organizations strongly encourage every technology
manufacturer to build their products based on reducing the burden of cybersecurity on
customers, including preventing them from having to constantly perform monitoring,
routine updates, and damage control on their systems to mitigate cyber intrusions. We
also urge the software manufacturers to build their products in a way that facilitates
automation of configuration, monitoring, and routine updates. Manufacturers are
encouraged to take ownership of improving the security outcomes of their customers.
Historically, software manufacturers have relied on fixing vulnerabilities found after the

cuctomerc havo donlovad the nrodiicte reauirinathe customoeres toapnlvyithoce natehec
EUS SHAVE-GEe ey e& E-proad e e-cdSt S PPy SE-Pa

tomer cts; ingth omerst tho tches
at their own expense. Only by incorporating secure by design practices will we break the
vicious cycle of constantly creating and applying fixes. Note: The term “secure by design”

encompasses both secure by design and secure by detault.

To accomplish this high standard of software security, the authoring organizations
encourage manufacturers to prioritize the integration of product security as a critical
prerequisite to features and speed to market. Over time, engineering teams will be able
to establish a new steady-state rhythm where security is truly designed-in and takes less
effort to maintain.

Reflecting this perspective, the European Union reinforces the importance of product
security in the Cyber Resilience Act, emphasizing that manufacturers should implement
security throughout a product’s life-cycle in order to prevent manufacturers from
introducing vulnerable products into the market.
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Vulnerability management

This area provides advice, guidance and other resources adimed specifically at
those with an interest in vulnerability management.
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All systems contain vulnerabilities. They may take the form of a configuration issue for
system administrators to resolve, software defects requiring a vendor update, or even a

vulnerability which the vendor doesn’t yet know exists, for which a mitigation isn't available.

This makes vulnerability management a critical control for organisations.

An effective vulnerability management process allows your organisation to understand,
and validate on a regular basis, which vulnerabilities are present in your technical estate,
where updates are failing, and to actively reduce the impact of both. It also allows you to
react quickly when a critical vulnerability is disclosed, by helping you understand your
organisation’s exposure to it.
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Vulnerability Management By-Design

3. Vulnerability management. Some

manufacturers have a vulnerability
management program that focuses on
patching vulnerabilities discovered internally
or externally, and little more. More mature
programs incorporate extensive data-

driven analysis of vulnerabilities and their
root causes, taking steps to systemically
eliminate entire classes of vulnerability:. They
implement formal programs around setting quality
planning, quality control, quality improvement,
and quality measurement. They view defect
management as a business matter, not merely a
security matter. These programs are not dissimilar
In some ways to quality and safety programs in
other industries.

OVERVIEW:
VULNERABLE BY DESIGN

Technology is integrated into nearly every facet of daily life, as internet facing systems
increasingly connect us to critical systems that directly impact our economic prosperity,
livelihoods, and even health, ranging from personal identity management to medical care.
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security throughout a product’s life-cycle in order to prevent manufacturers from
introducing vulnerable products into the market.
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Source: “Secure By Design - Shifting the balance of cybersecurity risk: principles and approaches for secure by design software”, CISA et al., 2023.
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“Eliminating Vulnerabilities” series

CISA's Secure by Design Alert Series highlights the prevalence of
widely known and documented vulnerabilities, with available
and effective mitigations, that have not been eliminated. The
Series urges technology manufacturers to build security into
products from the beginning to eliminate classes of
vulnerability, or product defects, that impact the safety of their

customers.

Alerts are released in response to threat actor activity, but further demonstrate how secure by design software development can help

reasonably protect against malicious cyber actors successfully exploiting predictable and well-known vulnerabilities.

MAY 02,2024

Secure by Design Alert: Eliminating Directory Traversal Vulnerabilities in Software

MAR 25, 2024

DEC 15,2023

Secure by Design Alert: How Manufacturers Can Protect Customers by Eliminating Default

Passwords

NOV 29, 2023
Secure by Design Alert: How Software Manufacturers Can Shield Web Management Interfaces
From Malicious Cyber Activity

APR13,2023 W ALERT

Shifting the Balance of Cybersecurity Risk: Security-by-Design and Default Principles

System

Architecture

System
Functionality

systematically
address this?

Systems
Engineering

Security
Engineering

Vulnerabilities
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"\ Weaknesses )

The root cause of a
vulnerability

cause of an

attack
GET AHEAD
( Attack Patterns OF BOOM! o \}llln.nhﬂtll' J
coudrespioma | CAFES. NS | weaknesstypetatare

e v ma s | d@MoONSstrably exploitable

Source: https://capec.mitre.org/about/new_to _capec.html
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Common Weakness Enumeration New to CWE?
- A community-developed list of SW & HW weaknesses that can become vulnerabilities Start here!
me > CWE List > CWE- Individual Dicti Definition (4.14 ID Lookup: I &

Home About ¥  CWEList Y  Mapping Vv Top-N Lists Vv Community V News VvV Search

CWE-787: Out-of-bounds Write
Weakness ID: 787

Vulnerability Mapping: ALLOWED
Abstraction: Base

View customized information: (Conceptual) (Operational) ( I;':Eﬁg;e J ( Complete ) ( Custom J

Vv Description

The product writes data past the end, or before the beginning, of the intended buffer.
v Extended Description

Typically, this can result in corruption of data, a crash, or code execution. The product may modify an index or perform pointer arithmetic that references a memory location that is outside of the boundaries of the buffer.
A subsequent write operation then produces undefined or unexpected results.

Vv Alternate Terms

Memory Corruption: Often used to describe the consequences of writing to memory outside the bounds of a buffer, or to memory that is invalid, when the root cause is something other than a sequential
copy of excessive data from a fixed starting location. This may include issues such as incorrect pointer arithmetic, accessing invalid pointers due to incomplete initialization or memory
release, etc.

Vv Relationships

@ ¥ Relevant to the view "Research Concepts" (CWE-1000)
Nature Type ID Name

Childof © 119 Improper Restriction of Operations within the Bounds of a Memory Buffer

ParentOf O 121 Stack-based Buffer Overflow

ParentOf O 122 Heap-based Buffer Overflow C —
ParentOf ©® 123 Write-what-where Condition HH
ParentOf @ 124  Buffer Underwrite ('Buffer Underflow") vu | nera bl I Itles
CanFollow @ 822 Untrusted Pointer Dereference

CanFollow Q 823 Use of Out-of-range Pointer Offset

CanFollow @ 824  Access of Uninitialized Pointer

CanFollow © 825 Expired Pointer Dereference

@ ¥ Relevant to the view "Software Development” (CWE-699)

Nature Type ID Name
MemberoOf 1218 Memory Buffer Errors
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Common Weakness Enumeration New to CWE?
~ A community-developed list of SW & HW wealknesses that can become vulnerabilities Start here!

Home  About V | Mapping ¥ | Top-NLists ¥ = Community ¥ = News V  Search
CWE-787: Out-of-bounds Write
Weakness ID: 787
Vulnerabi Mapping: ALLOWED
Abstraction: Base
v Applicable Platforms
@ Languages
C (often Prevalent)
C++ (Often Prevalent)
Class: Assembly (Undetermined Prevalence)
Technologies
Class: ICS/OT (often Prevalent)
» Demonstrative Examples
¥ Observed Examples
Reference Description
CVE-2021-21220 Chain: insufficient input validation (CWE-20) in browser allows heap corruption (CWE-787), as exploited in the wild per CISA KEV.
CVE-2021-28664 GPU kernel driver allows memory corruption because a user can obtain read/write access to read-only pages, as exploited in the wild per CISA KEV.
CVE-2020-17087 Chain: integer truncation (CWE-197) causes small buffer allocation (CWE-131) leading to out-of-bounds write (CWE-787) in kernel pool, as exploited in the wild per CISA KEV.
CVE-2020-1054 Out-of-bounds write in kernel-mode driver, as exploited in the wild per CISA KEV.
CVE-2020-0041 Escape from browser sandbox using out-of-bounds write due to incorrect bounds check, as exploited in the wild per CISA KEV. . .
CVE-2020-0968 Memory corruption in web browser scripting engine, as exploited in the wild per CISA KEV. I m I e m e ntatl O n
CVE-2020-0022 chain: mobile phone Bluetooth implementation does not include offset when calculating packet length (CWE-682), leading to out-of-bounds write (CWE-787) p
CVE-2019-1010006 Chain: compiler optimization (CWE-733) removes or modifies code used to detect integer overflow (CWE-190), allowing out-of-bounds write (CWE-787). g R—
CVE-2009-1532 malformed inputs cause accesses of uninitialized or previously-deleted objects, leading to memory corruption Vu | n e ra b I | Itl es
CVE-2009-0269 chain: -1 value from a function call was intended to indicate an error, but is used as an array index instead.
CVE-2002-2227 Unchecked length of SSLv2 challenge value leads to buffer underflow.
CVE-2007-4580 Buffer underflow from a small size value with a large buffer (length parameter inconsistency, CWE-130)
CVE-2007-4268 Chain: integer signedness error (CWE-195) passes signed comparison, leading to heap overflow (CWE-122)
CVE-2009-2550 Classic stack-based buffer overflow in media player using a long entry in a playlist
CVE-2009-2403 Heap-based buffer overflow in media player using a long entry in a playlist

¥ Potential Mitigations

Phase: Requirements
Strategy: Language Selection
Use a language that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

For example, many languages that perform their own memory management, such as Java and Perl, are not subject to buffer overflows. Other languages, such as Ada and C#, typically provide overflow
protection, but the protection can be disabled by the programmer.

Be wary that a language's interface to native code may still be subject to overflows, even if the language itself is theoretically safe.

iy
Phase: Architecture and Design I I l t g t d by
Strategy: Libraries or Frameworks I I a e
Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

Examples include the Safe C String Library (SafeStr) by Messier and Viega [REF-57], and the Strsafe.h library from Microsoft [REF-56]. These libraries provide safer versions of overflow-prone string- . ntro I S
handling functions.

Note: This is not a complete solution, since many buffer overflows are not related to strings.

Phases: Operation; Build and Compilation
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NIST = NVD MENU

This CVE is in CISA's Known Exploited Vulnerabilities Catalog

Reference CISA's BOD 22-01 and Known Exploited Vulnerabilities Catalog for further guidance and requirements.

Vulnerability Name Date Added Required Action

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

Google Chromium V8 Improper Input Validation Vulnerability 11/03/2021 11/17/2021 Apply updates per vendor instructions.

Weakness Enumeration

CWE-787 Out-of-bounds Write W& NIsT

VULNERABILITIES

Known Affected Software Configurations switchto cre2.2

Configuration 1 ( hide)

NOTICE UPDATED - MAY, 29TH 2024

Ik cpe:2.3:a:google:chrome:*:*:** * ¥ ¥ * Up to (excluding)

. Show Matching CPE(s)¥ 89.0.4389.128
The NVD has a new announcement page with status updates, news, and how to stay con

Configuration 2 ( hide)

IECVE-2021-21220 Detail muspsssez

Ik cpe:2.3:0:fedoraproject:fedora:33:*:*:* ****

pplicable to...

Show Matching CPE(s)¥

M O D I FI E D Ak cpe:2.3:0:fedoraproject:fedora:34:*:*:*:* *;*:*
Show Matching CPE(s)¥
This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanatysis wnich may resutt in Turther cnanges to ittt y o=y
the information provided. CVE-2021-21220
NVD Published Date:
.. 04/26/2021

Description NVD Last Modified:
Insufficient validation of untrusted input in V8 in Google Chrome prior to 89.0.4389.128 allowed a remote attacker to potentially exploit heap 12/14/2023
corruption via a crafted HTML page. Source:

Chrome
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* Design situation: two components

= {Linux_instance, app instance}
= {Linux_ OS,internal app}

= {CWE-119}

= {use _memory safe languages}
= {rulel}

CWE-119: Improper Restriction of Operations within the
Bounds of a Memory Buffer

-~ =45 Q

VULNS(internal app) = {CWE-119}
TYPES(Linux instance) = {Linux OS}
TYPES(app instance) = {internal app}
RVULNS(rulel) = {CWE-119}
RTYPES(rulel) = {internal _app}
RCONTROLS(rulel)

@ vmfex1.trades X — O
PD Resource Set

v @ platform:/resource/VMFex1/vmfex1.trades
v <+ Analysis VMFex1 I
v E] System Scope
Linux_instance
Borganisational_application_instance

o~

Selection Pare.nt‘ List‘ Tree ‘ Table ‘ Tree with Columns

|-_=|Pr0pert'|es X EE? E?a ¢ =0

Property
Assigned Controls
Associated Controls

,_
-
c
o

=
ue e

Category I

Component Types < Component Type internally_developed_application
CVA (@ Vulnerability CWE-119

CWA =

Name = organisational_application_instance

Rules 4 Rule rule1

Threat Allocations =

Unmitigated Vulnerabilities (8 Vulnerability CWE-119

Unmitigated Weaknesses =

Vulnerable Iz true

= {use memory safe languages}
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* Design situation: two components B et rades X = o

PD Resource Set

- L . . . LI R v @ platform:/resource/VMFex1/vmfex1.trades
(' = {Linux_ instance, app _instance} o heas v I
T = {Linux_OS,internal app} v {3 system Scope
— — Linux_instance

V = {C\\,TE—]_ 19} X Borganisational_application_instance
S — {llSe Irlerl'lor}r Safe 1&I'lglla-g88} Selection Parent‘List‘Tree‘TabIe‘Tree with Columns

1 - | = e § = O
It = {rulel} R . sHlyER

Property Value

Assigned Controls
Associated Controls

CWE-119: Improper Restriction ¢
Bounds of a Memory Buffer

=

=
ue e

control

Category [
Component Types < Component Type internally_developed_application
CVA (@ Vulnerability CWE-119
. } CWA =
VULNS (lllteI'Ilal_ app) = { CWE-11 9} Name I= organisational_application_instance
TYPES(Linux instance) = {Linux OS} Rules j 4 Rule e’
— — Threat Allocations =
TYPES(app instance) = {internal app} Unmitigated Vulnerabilities (8 Vulnerability CWE-119
) . . X7 . O Unmitigated Weaknesses =
RVULNS(]_ 111e1) — {C\/\ E_llg} Vulnerable v true
RTYPES(rulel) = {internal _app}
RCONTROLS(rulel) = {use memory safe languages}
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Example (2)

* Design situation: two components

= {Linux_instance, app instance}
= {Linux_ OS,internal app}

= {CWE-119}

= {use _memory safe languages}

{rulel}

CWE-119: Improper Restriction of Operations within the
Bounds of a Memory Buffer

-~ =45 Q

VULNS(internal app) = {CWE-119}
TYPES(Linux instance) = {Linux OS}
TYPES(app instance) = {internal app}

RVULNS(rulel)
RTYPES(rulel)
RCONTROLS (rulel) vulnerable

L&) vmfex1.trades X = O
PD Resource Set

v @ platform:/resource/VMFex1/vmfex1.trades
v < Analysis VMFex1 I
v E} System Scope
E] Linux_instance
Borganisational_application_instance

(=N

Selection Pare.nt‘ List‘ Tree ‘ Table ‘ Tree with Columns‘

1 Properties X = ? FC'% -8 = O

Property Value
Assigned Controls [/ use_memory_safe_languages

Associated Controls [/ use_memory_safe_languages

Category =

Component Types 4 Component Type internally_developed_application
CVA (& Vulnerability CWE-119

CWA =

Name I=organisational_application_instance

Rules 4 Rule rule1

Threat Allocations
Unmitigated Vulnerabilities
Unmitigated Weaknesses

= =
[T T 1]

Vulnerable [ false
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* Design situation: two components

(' = {Linux_ instance, app _instance} B vonfext trades - 5
T = {Linux_OS,internal _app} B Resource Set
V — {C\XT 119} v @ Vulnerabilities
S ymory  safe  languages} (@ Vulnerability CWE-119
R _ o @ Vulnerability CVE-2024-26589
' v <+ Component Types I
vu | nera b| | |ty Dperations withi < Component Type Linux_operating_system

<+ Component Type internally_developed_application
Selection Parent‘ List‘ Tree ‘ Table ‘ Tree with Columns

Bour disclosure:

[ Properties X &Y llzn 8 = O

VULNS(internal app) = {CWE-119} Property Value
'TYPES(Lil‘lll}{_insta.llce) = {LiIll]X_OS} Affects < Component Type Linux_operating_system
TYPES(app instance) = {internal app}  Manifests (@ Vulnerability CWE-119

— LT Name 1=CVE-2024-26589
RVULNS(rulel) = {CWE-119} Vulnerability Type = CVE
RTYPES(rulel) = {internal _app}
RCONTROLS(rulel) = {use memory safe languages}
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* Design situation: two components

= {Linux_instance, app instance} - =

,-Q-, vmfex1.trades X
— {Lmu*{ OS internal _app} P Resource Set

v @ Vulnerabilities
(¥ Vulnerability CWE-119
@ Vulnerability CVE-2024-26589

v <+ Component Types I
<+ Component Type Linux_operating_system

-~ =45 Q

CWE-119: Improper Restriction of Operations withi

Bounds of a Memory Buffer <+ Component Type internally_developed_application

Selection Parent‘ List‘ Tree ‘ Table ‘ Tree with Columns

Q =
<+ Rule rule3 8 =
Selection Parent‘ List ‘ Tree ‘ Table ‘ Tree with Columns
:m

EPropertiesX E‘TE? |-=C|a § = O
Property Value

Component Types Affected < Component Type internally_developed_application, Component Type Linux_operating_system

Controls [Jluse_a_capability_based_addressing_hardware

Name '=rule3

Vulnerabilities (¥ Vulnerability CWE-119
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* Design situation: two com

|._|i‘| Resource Set

. . _ . v @ platform:/resource/VMFex1/vmfex1.trades
= {LlllllX_lIlStaIlCQ, a.pp_mbt.au v 4 Analysis VMFex1

= {Linux_ OS,internal app} v {_+System Scope

— {C\ Linux_instance

E] organisational_application_instance

Selection

-~ =45 Q

IParent‘ List‘ Tree ‘ Table ‘ Tree with Columns‘

',—-H
=
o
i
—
qv

[ Properties X &Y E '-§EEI
CWE-119: Improper Restriction of Operations
Bounds of a Memory Buffer Property Value |
Assigned Controls use_a_capabiIity_based_addressing_hardware
Associated Controls @Juse_a_capabiIity_based_addressing_hardware
<+ Rule rule3 Category = j
Selection Parent‘ List ‘ Tree ‘ Table ‘ Tree with Columns Component Types ¢ Component Type Linux_operating_system
- CVA ® Vulnerability CVE-2024-26589
= Properties X CWA =
Property Val Name I=Linux_instance
Component Types Affected e Rules 4 Rule rule2, Rule rule3
Controls % Threat Allocations =
Name = Unmitigated Vulnerabilities =
Vulnerabilities € Unmitigated Weaknesses =

Vulnerable v false



[1..%] —————— [1..%]
componentTypeAffected E Rule vulnerability

[0..*] controls

| 0.4 I

E Component assignedControl E P—

C ) |
[1..*] componenttype

Componen e ] ulnerabili | . -

J. _ Someenenp [ ey Information exchange interface
1\ [0..*] affects l
[0..*] refines [0..*] manifests SySte ms Bl’ldge Sec SECU rlty
Engineering Engineering

System
Architecture Component
‘ Types
System
Functionality




- Summary

* Model-driven methodology for vulnerability
management

 Automated reasoning mechanism
* Information-exchange interface
* Vulnerability management made:
»Systematic
»Scalable
»Rigorous


https://github.com/UKRI-DSbD/TRADES
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