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Our Problem: DSbD Value Proposition

Source: https://www.dsbd.tech/
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4

The Vulnerability Problem

“… the fact that mitigating known software 
vulnerabilities is a complex systems problem 
and the current ecosystem does not sufficiently 
incentivize the investments required to secure 
the foundations of cyberspace.”

“A proactive approach that focuses on 
eliminating entire classes of vulnerabilities 
reduces the potential attack surface and results 
in more reliable code, less downtime, and more 
predictable systems.”
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Vulnerability Management?
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Vulnerability Management?
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Vulnerability Management?

Patching oriented

Zero guidance 
regarding design
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Vulnerability Management By-Design

Source: “Secure By Design – Shifting the balance of cybersecurity risk: principles and approaches for secure by design software”, CISA et al., 2023.
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Vulnerability Management By-Design

“Eliminating Vulnerabilities” series

?

How do we 
systematically 
address this?
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Existing knowledge bases

Source: https://capec.mitre.org/about/new_to_capec.html

And the root 
cause of an 
attack
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Ontology to the rescue

Hierarchy of 
vulnerabilities
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Ontology to the rescue

Manifested by 
implementation 
vulnerabilities

Can be 
mitigated by 
controls
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Ontology to the rescue

Applicable to...
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Conceptual Modelling to the rescue

Can be 
mitigated by 
controls

Applicable 
to …

Hierarchy of 
vulnerabilities
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Example (1)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer



16

Example (1)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer

Let’s add a 
control
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Example (2)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer

No longer 
vulnerable
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Example (3)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer

New 
vulnerability 
disclosure: 
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Example (3)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer

Let’s solve “by-
design”
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Example (3)

• Design situation: two components

CWE-119: Improper Restriction of Operations within the 
Bounds of a Memory Buffer

Let’s solve “by-
design”
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Design is a sociotechnical system

Information exchange interface
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Summary

• Model-driven methodology for vulnerability 
management

• Automated reasoning mechanism
• Information-exchange interface
• Vulnerability management made:

Systematic
Scalable
Rigorous

https://github.com/UKRI-DSbD/TRADES 

Thank You
nan.messe@irit.fr

https://github.com/UKRI-DSbD/TRADES
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