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BLOCKCHAIN BACKGROUND ZKP BACKGROUND

* A blockchain is a decentralized, distributed database responsible for executing, e Zero-Knowledge Proofs succinctly prove compu-
securing, and making data available. tations, reducing the cost of verification in a decen-

e e , tralized system.
e Execution is limited by node computing power and secured by a consensus algo-

rithm.  Centralizing the computation and providing the
proof can significantly reduce verification costs in

e To verify execution, nodes independently re-execute instructions and compare a decentralized system without lost of security.

results to those provided in the block.

VERIFIABLE COMPUTATION: HOW IT WORKS

1. Transform a program into a polynomial equation satisfiability. 3. A polynomial commitment scheme provides blind verification of

. , o . . the polynomial equation.
2. The Schwartz-Zippel lemma succintly verifies the equation with

high probability. 4. The Fiat-Shamir transform makes the proof non-interactive.

Polynomial Commitment

Arithmetization
: : public input
Code or Program , Arithmetic » Transformation into one univariate polynomial > Reduce to random check
to verify Circuit ‘
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L(X) = representation of left gates values
R(X) = representation of right gates values
O(X) = representation of output gates values A private polynomial
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for r random number | 2 O T
P(X) = L(X) - R(X) — O(X)

----- public zero-knowledge proof
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P(X) = 0 when X is the gate number O “

F(xq, s, x3) P(X) must be divisible by T'(X) O B
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ZK-ROLLUP: A HIGH SECURITY LAYER 2

Public Blockchains Sidechains ZKk-Rollups

L] - e A smart contract stores the funds

NS~ —
= and state of the zk-rollup ac-

N, [ NS -
AL N l e t
counts.

g Transactipn& ) _D_

\/
Validator e Transaction execution is central-
- %Validity oroof (zK) ized around a validator.

L
Y

A e Data is stored on the blockchain.
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Sidechain

e Execution is verified by the smart
contract.

e Funds cannot be stolen.
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e The wvalidator cannot perform
A cryptographic attacks but can cen-
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PERSPECTIVES

e Develop applications beyond the financial scope’. * Reinforce the security of embedded systems.

e Connect the IoT with blockchain technology using e Enable blockchain technology inside any device.

zk-rollups?.
P e Explore new arithmetization designs for specific applications.
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