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The increasing complexity of systems has also led to an attack surface increase which may lead to compromission or information extraction.
Today, new critical attacks exploit hardware features of systems to overcome the classical security countermeasures of systems, designed for software.
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*  Screaming Channels [2] - Dynamic software and hardware attack detection

Screaming Channels are a novel type of (radio) side channel attacks at large based on microarchitectural Slgnals analy5|s [4]

distance against mixed-signal chips used in modern connected devices. A framework allowing the dynamic detection of attacks that leave

fingerprints at the system’s microarchitecture layer.

P(f)
(Optional) Slow clock domain
Processor Core Interrupt i Detection Module
64 MHz 2.4GHz (Hardware) :
Detection Module |
(Software) Probe —b Detection
1 - patterns
“:L?:i Noise sensitive . Other I Probed signals |
="l transmitter 036(‘35 components | phe 1: | | MMIO registers
\k\se‘ ———————————————————
. \ea master System Bus slave
Easy propagation ' -
Leak Propagation | Target System MATANA MATANA
“nRF51822 - Bluetooth LE SoC : weekend die-shot” - CC-BY - Modified with annotations. Original by (Open souree) Probes and Connections Detection Module
zeptobars. . . . . .
g 't shows that, thanks to the analysis of microarchitectural information,
— relatively simple logic implemented in the detection module is sufficient to
EURECOM detect different classes of attacks (cache side-channel attack and ROP attack).

For the moment, the methods that have been proposed in the literature are based on either a hardware modification or the execution of a detection software
code directly on the system. In the case of critical industrial infrastructures, these methods are not directly applicable.

In order to provide effective solutions to hardware attacks, it is now important to study the possibilities of detecting attacks not only from the critical system,
but also remotely, in order to be able to react thanks to a more global vision of the industrial infrastructure.
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