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Context

Artificial intelligence is increasingly used in aeronautical
embedded systems to perform various functions, such

as.

—> GNC functions like stabilization or guidance

Example: autonomous rocket lander on mars [1]

—> Autonomous flight based on image recognition
Example: Autonomous Taxi, Take-Off and Landing

project, by Airbus [2]

These methods are based on neural networks, imitating
the functioning of human neurons to solve complex

tasks. This leaves room for new types of cyberattacks.

Signal temporal logic: a way to
study signals behavior

Temporal logic I1s a form of logic Involving temporal

operators to verify properties as a function of time, such

as always ( O) - the property has to be satisfied at all
times - or eventually ( ¢ ) - the property has to be

satisfied at least one time.

Signal Temporal Logic (STL) evaluates these properties

on a bounded horizon, as In the following example:

Property to verify: P

[a,b]
At any time between a and b, P must be true

a b a b
Case 1: the STL property is satisfied Case 2: the STL property is not

satisfied

A first proposition to apply STL to dynamical systems

has been made [3,4], subject to some limitations.
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Objectives:

show that signals from neural

networks always respect certain properties, whatever the input values.

use model checking to highlight potential

situations that do not meet the requirements.

Our approach

We want to formally prove the operation of neural networks, using STL properties. This
would ensure that neural networks are robust to external perturbations, and particularly

to attacks based on input data alteration.

Next steps:

Improve STL

Prove the modules to adapt

Apply the STL

operation of the
existing STL
modules

modules to
neural networks

them to the
embedded systems
specificities
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